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Policy Title:
Approved High Security Network Vendors

Responsible Executive(s):
Jim Pardonek, Associate Director and Chief Information Security Officer

Responsible Office(s):
University Information Security Office

Contact(s):
If you have questions about this policy, please contact the University Information Security
Office.

I. Policy Statement

This policy applies defines the approved hardware and software vendors for the high
security network segment at Loyola University Chicago. In addition, please note that this
policy covers all IoT devices. The purpose of the policy is to establish an approved list of
vendors for hardware and software solutions that will be used to provide services in the
high security network segment.

II. Definitions
Not Applicable.
III. Policy

Approved Vendors:

e Microsoft Remote Desktop Services (RDS)

e Microsoft SQL Server 2008 Standard Edition R2 SP1/ 2012 Standard Edition
e Microsoft Windows 2012 R2 / 2016 Servers / 2019 Servers

e (CentOSV6/V7

¢ FreeRADIUS

e Amano-McGann — iParc Pro + Build 20 verision 20.0.22063

e Mozilla Firefox

e Google Chrome

e Cimtrak

e Logrhythm
e Big-IP ASM
e Palo Alto
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Because MICRSO is no longer in High Security I moved it under Approved 3rd Party Vendors section.
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The approved 3 party vendors listed below are approved for credit card
acceptance but the software is not located in the University High Security
Network.

Approved 3rd Party Vendors:

e AIMS Parking Management
e Aleks/McGraw-Hill (MHE)
e Aramark (Dining Halls MICROS — Micro stations; P2Pe Ingenico Lane 3000

e Aramark (Gentile Arena Concessions P2Pe Clover Sport and Terminals Clover
Station Duo and Clover Flex 3)

e Audience View — Campus Version (Fine Arts)

e Audience View — Unlimited Version (Athletics)

e BSN Sports, LLC (LIDS/NIKE/CBS)

e CBORD (Micros & GET Funds)

e Chase Paymentech

e CME Tracker

e Compass Group USA through Canteen Division (Snack Vending)
e CVENT

e ECSI (Heartland)

e Farmer’s Fridge (Romaine Empire, LLC,) (Vending at HSC and LSC Sullivan
Center)

e Follett Higher Education Group

e HC Foods, LLC (formerly known as HandCut Foods, LLC., now owned by
Compass Group)

e Handshake (Stryder Corp.)

e iModules (Anthology, Inc.)

e Innosoft (Fusion)

e Kinetics Bed & Breakfast

e MICROS Simphony Cloud version 19.5.1.2.82
e Parchment

e Power Wellness (HFC) Jonas Fitness Compete
e Ruffao Noel Levitz (RNL) - Engage

e Snap Mobile (Graduway)

e Technolutions/Slate

e Terra Dotta

e TouchNet (Heartland) (Payment Gateway, Marketplace, PayPath)
e University Tickets

e Zap Solutions/AMP SAAS

IV. Related Documents and Forms
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Not applicable.

V. Roles and Responsibilities

Information Technology Services Policy
Title: Approved High Security Network Vendors

Jim Pardonek, Associate Director
and Chief Information Security
Officer

Enforcing the Approved High Security Network Vendors
Policy at the University by setting the necessary

requirements.

VI. Related Policies

Please see below for additional related policies:

e Security Policy

Approval Authority: ITESC Approval Date: October 4th, 2021
Review Authority: Jim Pardonek Review Date: January 29*, 2024
Responsible Office: UISO Contact: datasecurity@luc.edu
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